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Abstract - Wireless Sensor Network (WSN) isapplied in
many indoor and outdoor applications, such as military,
building security surveillance system, environmental
monitoring, health-care etc. In this paper, an | mage Sensor
Network (1SN) under Sybil attack is analyzed and a novel
detection mechanism using hypothesis testing with
Cognitive Intelligenceis proposed. The perfor mance of the
application solely depends on accurately identifying
images under harsh environmental conditions. Since the
network changes over time, a cognitive algorithm, Swarm
intelligence (Sl) is used in detecting and re-routing the
image co-efficients. The proposed method, does not
require any additional hardware, hence the survivability
of the sensors is maintained, making the application
robust, cost effective and ener gy efficient.
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|. INTRODUCTION

Recent growth in technology demands secure, reliabl
and cost effective Wireless Sensor Network (WSN)
application. These sensor nodes have limited ressur
such as power, bandwidth and memory, but due fo the
size and cost, they are applied in many areas aach
habitat monitoring, evacuation planning, biomedical
networks etc. In this paper, an Image Sensor Nétwro
(ISN) is analyzed, where the data are transmitted/
received while the network is subjected to attaloks
intruders (malicious nodes). Since the vulnerapitif
the sensors can jeopardize the application; Spdied

to detect the threats and re-route the informatnain-
taining network performance.
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Figure 1. Face Recognition in Indoor Image Senssnirk Using Swarm Intelligence



Wireless networks are prone to attacks in eachr |fje Il. BIOMETRIC BUILDING SECURITY SYSTEM USING
eminent measures should be taken without jeopaglittie FRS
application. Due to the resource constraints, cempkcu-
rity measures cannot be applied, hence any traditisecu-
rity features such as Public Key Infrastructure IjHK9] and
cryptography [20] are not attractive solutions.

In this paper, Denial of Service (DoS) attack, $ybi
researched and its impact on both indoor and outBam
metric security system is analyzed. In Sybil atfaskillegit-
imate node is added to the network which, inhenitdtiple
identities, and floods the network with messagessica
collision and high energy dissipatiolhe security featur
incorporated here requires no external device ttopa the
tedious security functions, which leads to lessgnelissi-
pation thus balancing the resource constraints.

Sensor networks with self organizing techniques dlpai-
mize nodes based on their capabilities and eneaggaities
are best suited for deployment in remote area, evhatter-
ies often cannot be recharged. A sensor netwoitk edpa-
bilities such as efficient routing, healthy prediatand self-
healing is most preferable. There are many algostipro-
posed in the past to solve routing optimizationleeting the
fact that a sensor node under DoS attack has @hpayhba-
bility of misleading routes. Every network is boeddo spe-
cific requirements, the ISN uses low-powered sengor
transmit the messages through a wireless mediumttan

'mage 15 |de_nt|f|_ed at the receiver without any laminter- icon, to the destination node marked as “DataBase”.
vention making it a challenging task to perform.

) . .__The active sensor nodes are denoted by dotted ®ran
Apart from network issues, the 2D face images useg y g

. ircles and inactive nodes are denoted by bludesirc
face recogmtlon_sys_tem (FR.S) could be aﬁe_ctedﬂ_;my with vertical stripes. The green lines show theualct
factors such as lighting conditions, poses, fa&:ﬁpiressmnsmute taken by the swarm agent. The dotted red line
and age [2]. Whereas, the 3D faces are represémyt&D

o 5D RGB color i The dési show the alternative route that the agent couldehav
gray scalé Images of <L colorimages. 1he EeRYS-ioon. The swarm agents travel through the routie wi
tem should tolerate the intra-person variationslevtistin

ishing the int iati " less load, energy consumption, and possible trasmi
guishing the inter-person variations. sign error. The selected route is shorter, and reffire

In Section Il, we examine an FRS with ISN deploy& nt. The data collected at the destination is@seed

\é\/_:fhm at bwldlng. A dgtalle% a;alsys? of Ilﬁosnét{amsmg and the acceptance or rejection decision is made.
nerent scenarios 1S described. Section 1l pieS@ SWarm -y ;iin the camera sensor near the region of interes

algorithm that solves this complex optimization lgemn there's a small chip for image compression andrprel

involving Sybil attack and balancing the perforrmar?ﬁary face tracking. The chip includes a small bufb
parameters while maintaining the functionalityluxﬁhodes.store the raw image in case a finer raw imageesiee
The mathematical derivation of this optimizatiogalithm later on. By discrete wavelet transform or contetur!

\g'tg Pt?mi"y r(]) rc:]e_red slet§ (Z(_)Sgts)t_[’ep] II\S/ lljjs_cﬂmed transform, a coarser image at a lower resolutionbea
tho a alct_,w Ic II? exEta!ned |fn ec |o(;1 I'. n Onproduced to locate a face with less computation
€ simufation resutts obtained from modeiing SC€ resources and to transmit the coarse face to tt® FR

narios is given in_ Sectiqn V. The performance oﬁn_m)or with less bandwidth and energy. Once the FRS deter-
and outdoor ISN is monitored by simulating scerEammIeremineS that there's a possible target, it will reedhe

-759 i i . . . .
0-75% (.)f the sensor nodes are under Syp|l attaicially, camera to send in the finer raw image and scriitiz
conclusions and future work are presented in Sedatio in more detail

For data coding efficiency, the coarse scale inisge
derived by wavelet decomposition or contourlet ¢ran
form. The coarser image is lossy by zeroing out the

Face Recognition (FR) is one of the most non-intru-
sive, non-contact biometric identification methduat
has developed rapidly since early 1990’s, andaslgr
ally being accepted by the general public. The appe
ance-based methods take the 2D images as inpdts, an
use transformations to find the features for cfassi
tion. The eigenface method and DF-LDA methods are
discussed and compared in this paper. FRS gains sig
nificant flexibility with wireless transmissions,na
esecurity is a major concern in such a system.

A temporary FRS can be set up easily by placing a
camera near the region of interest and transmittiag
data by wireless channel to the processing center
placed at convenience. Data that is either the full
image or representative coefficients, need to &estr
mitted with high fidelity to the remote processicen-
ter, where the face recognition database is stored.
These sensitive data require to be securely tratesini
by finding routes that are not compromised by Sybil
attacks.

Figure 1 illustrates the routing of image coeffitie
to construct a robust face recognition by a wireles

ensor network. The message is transmitted from the
tart node, denoted by a circle attached with aecam



detailing coefficients. If all coefficients are wsé recon-  Swarm intelligence[6] is the collective behavioorfr a
struction, the reconstructed image is lossless.tBatband- group of social insects, namely ants, where thetagants]
width requirement increases from coarse scalen® dicale in the system communicate interactively either allyeor
since the finer scale image needs more nonzerdicieefs indirectly in a distributed problem-solving mann€he ants
to represent it. The detailing coefficients arealiguvery work together within the network to achieve an gt solu-
small and dense near zero; entropy coding is igiemt in tion. The agents move towards the optimal solultiprshar-
representing them. This improves the efficiencyrafismit- ing their own knowledge with their neighbors. Théial set
ting the encoded coefficients describing the fadithils as of ants traverse through all the nodes in a randwnner,
well. This kind of architecture increases the spead effi- and they leave trails by depositing pheromones. gitero-
ciency with reduced energy consumption and trarsons mones on the paths work as a means of communication
error. In eigenface classification system, thedasctors are between the other ants. The agents use the pheesnton
stored in the destination node to compare withrdwn- help select the best route through the network. most
structed face based on received coefficients.dfttansmis- popular paths have the greatest pheromone level.

sion network can maintain the speed and efficiesicthe = The agents are energy aware and know the enerys sta

system, then the face recognition system is rabusature.

The network under Sybil attack misleads the rouprgy
tocol to malicious nodes, thus leading to collisampacket
loss. Due to dropped messages, the face co-efficeamnot
be re-constructed at the receiver, thus reduciagtficiency
and robustness of the application. The lifetimehef genu-
ine sensor is also reduced, due to constant etfforelay
message to the adversary.

A cognitive routing algorithm can effectively allate the
damages caused by malicious attacks. The simulatithis
paper shows that the ISN is robust to a few loskets and
some transmission errors to some extent. A S| cakerthe
packet delivery rate high and the bit error rate Enough
for a wireless system to perform as well as it wasired
network. Wirelessly constructed FRS will be morexible
in watching the dynamic region of interest, in gpecific
deployment of cameras and in sharing the face datalihe
wireless structure improves the flexibility and figoration
of the system itself and, thus, improve the fac®gaition
rate. The challenges in FRS is to overcome thestnzgsion
noise and block loss due to fading and attacksaitrsystem
(a Sl technique) based routing scheme effectivedgtsithe
challenge, and the routing is explained in detaithe next
section.

I1l. SWARM INTELLIGENCE

There are many algorithms available for routingrofa-
tion such as genetic, simulated annealing, traxgl8ales-
man, asymmetric travelling salesman, swarm intefige [6,
7] and others. Each approach possesses advantadjessa
advantages, the main issue in choosing an algorishthe
time and probability of obtaining an optimal sotuti For
example, an evolutionary algorithm might not alwayse-
vide the global solution. Optimality, finding thelstion that
finds the best performance, and reachability, thbaj opti-
mal is found instead of the local optimal, are twiportant
factors in choosing an appropriate algorithm. Téeson for
choosing Sl based algorithm is explained in ouwipres
work [16].

of each sensor node. As the ant moves from nodmde,

energy is lost through this communication. The agéops

using a node once its energy is depleted. New pathset
up that avoid the node so that communication caesn
without the degraded sensor.

There are three different kinds of ant agents, wiger-
forms functions such as allocating, sensing andlldeating
the sensed values. Thus, no values are fed int@ytsem
other than the initial values. This allows the systto be
more flexible, robust, decentralized and intelligby learn-
ing features. These agents ensure the optimal routke
destination using limited resources and also learthe net-
work environment. Initially, the computational castd time
is high but this drops drastically once the agée¢sn the
network and environment.

A Tabu-list serves as memory tool listing the datades
that a single ant agent has visited. The ant’s go#l visit
every node in the network once but only once. Qaicthe
nodes have been visited, the ant has completedraTbe
pheromones on all the paths are updated at thefemdour.
The pheromone deposition, tabu-list, and energyitoiding
help this novel ant system (AS) to obtain a optis@ution
and adapt it as nodes degrade.

IV. SECURING ISN AGAINST SyBIL ATTACK

The common diagram for FRS is shown in Figure 2.

In enroliment, the images of the registered useespro-
cessed. into templates of features by the spealifiorithms
of the face recognition system, and these templates
stored. The templates can be regarded as the drarexd
user images encoded by the corresponding procetesihg
nigues. The processing techniques and the templates
adjusted, concurrently. In verification or idertdtion, the
face recognition system receives a new image, eefand
stores the new image and compares to the templakes.
decision process may incorporate all kinds of diass. If
the classifier is a learning algorithm and its stuwe needs to
be trained such as the neural network or bayestamank,



the enrollment database is split into two part® for con- A. EIGEN FACE METHOD

structing the templates, and one for learning tlassifier The eigenface method tries to find the most detieip

structure. S
features from the training images where each succes
/ mdlna\ sive feature explains the most variation of theaiem

ing data. Based on the mathematical derivation in

,.ﬂ /,.-’ Hotelling [8] and the induction technique in Tunkda
Fece . Pentland [9], the descriptive features in PCA based

Ry eigenface method turn out to be the eigenvectotiseof

7 correlation-covariance matrix of the training matri

s = AA. Namely the desired projection matrix opti-
mizes the objective function

T
q)eigenface: argmax,® =P @
and the solution ofp  is the set of eigenvectors of

~ B. DF-LDA METHOD

Figure 2. General Block Diagram of FRS . . )
g g The first proposed LDA based method is a fisher-

Given a database with multiple subjects and meltfisice method by Belhumeur, et.al. [10], who discards
images per subject in simulation, the group of ectsj arethe null space of the between class scatter tedbly
split into the registered user set and imposteassktst. Sup-Singularity problem. But the null space is alsowho
pose that there a@subjects in the user set, theselassesto be informative in discrimination, so Chen, et/al]
that we want to classify. In each class, therenauttiple face and Yu, et.al. [12] proposed direct LDA methods (D-
images, which are split into training (Gallery) iges andLDA) to implement the LDA method on the original
testing (Probe) images. Suppose that ther@aneages for high dimensional space without the PCA reduction.
each subject in the user set, then altogether there i HHOWEVer, techniques in [13] may get intractable mhe

the images in the training set, aNé n-M, whereM is the the within class scatter is too big, and techniqines

total subject. Preprocessing is implemented foremcu-[lz] may suffer from the possible singularity oeth

rate face detection, with intensity compensatiomge sizeWithin cla_ss §catt_er, where a heu”_St'C IS _m'_trmi_nto
control this situation, but the selection of is jeakive.

adjustment, or noise reduction to improve the redam . _ cie )

rate. After the preprocessing, the images have ramen Lotlikar, et.al. [13] introduced weighting functisrio
size, and there amepixels in one image. Column-vectoriigake the clos_er classes further apart as outpnts, a
t's called fractional-step LDA method (F-LDA). Lu,

each gallery image intg, of sizep by 1. Because the contt X
{.al. [14] combines the D-LDA method and FLDA

mon mean image undermines the discrimination ybiﬁwethod to propose a so-called DF-LDA method
PCA and LDA methods work on the mean extracted #8a%hich avoids the singularity problem of the within

The mean is subtracted from all training imaggsand theclass scatter with variation on the optimizatiofjecbh

training matrix is constructed & o tive. The within class scatter is defined as
The probe images and imposter images are simiady

n|
torized by columns, and the mean image is subutaitten _ ¢ T
them. The resultant vectors constitute the testiagrix B Sw= 2 D (@ -k (@ — 1) )
and the imposter matri€. Given the training matrid, a i=1j=1

projection or the basis of the feature space isyrd to best ) o
classify thec subjects in the user set. Each basis vector ¥N§rel;; is the average of class means. The objective
of sizep by 1 and there am® vectors retained, namely is @f LDA method is to find the feature set , which

sizep by m. We want to maken<N for dimension reductionaximizes the between class discrimination while
and retaining only the discriminant information.eTdiffer- minimizing the within class variation, as given(i)

ent appearance-based methods derive the projentifea-

) . . . . T
ture matrix, ,differently, as discussed in the rssdtion.

o 5
P pa = argmaxq,—

o's,®

©)



The LDA optimization objective function can be sadv W% . )P
= i AN
by the eigen-decomposition Gg,lso . However, when pixel Pij = (W) T )B) ©)
numberp is much larger than image numbérSw is singu- z tk ik

k
lar, and there is no unique solution to the abgwezation.  The performance of the Sl is determined by the rspde-
Different LDA based methods solve this problem fit g and 4 parameterg is an arbitrary parametep, , con-

own ways. Lotlkar, et.al. [13] propose a fractibreaep trols trail memor is the power applied to themmones
dimensionality reduction method for LDA, where the ya P PP faim

between class scatt8y is defined by putting more weight o probability function, an  is used as the poufdhe dis-

. P tance in probability function. These S| parametwatrol
closer samples for better separation of them issdfigation. o
. the performance of the agents on a specified sebadés
Lu, et.al. [14] also incorporates the total scatteeplaceSn Figure 3 illustrates the sensitivity of the applioa
in the objective function to alleviate the singitiaproblem. 9 y P

In this paper, both PCA based Eigenface methodd req_u|red Wlth. varied dete_ctlon poss!t?|llt|es, .an appli-
. cation requires to be highly sensitive then oa@nce of
LDA methods are implemented and compared

false positive rate would be high. The increaskaise posi-
tive rate, would mean more inconvenience to thersuse
C. DEFENDING IMAGE SENSORNETWORK AGAINST SYBIL ATTACK  whereas a reduced sensitivity means the chandesuders

In the ISN, the ant agents are spread at randoossithe N @ Network is very high. Hence, choosing the appate
network to speed up the search process. Monte Gianlda- CrOSSOVer error rate (CER) will insure no falserralanor

tions were performed for sensor node scatteredsa@®@D Intruders in the network. This CER value is depende the
space with euclidean distances between 2 nodes as threshold set up at the nodes, which is performsdguthe
cognitive algorithm. Due to the varied network cibiots,

2 2 . . . . . .
D = //(Xi_xj) +(Yi—Y) (4) the cognitive algorithm is best suited since it@dao the
wherei is the source nodg,is the destination node, andhange and helps the application achieve an imgrdeégsc-
(X.,Y;) are the cartesian coordinates of the node. tion system.

Interception of the secure information by enemgnisact
that cannot be neglected. Hence, apt security measieed
to be taken at every layer of a protocol designe TS

Evaluating and tuning an Intruslor

attack is caused by the malicious node or a friemtide | False Negative (False
under adversary attack. A hypothesis is formulatich | Rate | Positive
helps in authenticating if the node’s claim undeSDattack | | Rate

is legitimate. 1 '

The presence of a DoS attack can be formulatedant ‘I
hypothesis testing problem, such as

Ho: The DoS claim is false, g
H,: The DoS claim is genuine. A
The conditional probability density functions au@;/H,) 4
andp(u;/Hp) wherey; is the output of thé" sensor given the &
genuine and false attack respectively. This degigmmade b X Crossover
based on the likelihood ratio test (5). . Error Rate 3
(5) N %
u =1 it
M ~ Sensitivity —
i Sitivity
Py [Hy) < .
u =0 Figure 3. Sensitivity of the Application Vs. Detiect Criteria
=

The A, value sets a threshold on the nodes visitethéy The agents accumulate pheromones and dissipatgyener
as they traverse through the nodes based on theppaiba-

bilities. The pheromone is initialized and is assig a value
of 10. It is updated following each complete toyr b

swarm agents. Another key factor involved is thergwy
which is weighted in the global performance(9 ). ndsi
pheromones in (7)), the transition probability isco&ated
from



Q The energy is varied at each node depending on the
qJij(t) = pq"ij(t -1)+ D.[E (B (L [H () resources that are allocated at the initializatbthe
Sttt emt et =t network. This unique way of setting different thres
whereD; andE; are the total distance and energy dissipag& for each node in the network keeps the apijica
in the current tour, i is the index for the sounmle with functioning even if 75% of the nodes are underchtta
coordinates(X;, ;) , and j is the index for the destimatidh)e energy depleted sensor nodes are removed from
the sensor network and alternative routes are found
node with coordinategX;, y;) . The link status, hops amls the network is remains partially functionabev

BER in a tour taken by an agent is incorporata[u]dnphero_if some individual sensors fail. If the above netkis

mones (7). The amount of pheromone left by theipreyunder a DoS attack, the packets delivered by the

ant agents increases the probability that the samte is source has a high probability of being lost, ilew

taken during the current iteration. probability of successful delivery. The simulation
Other performance factors discussed also affeqobiea- results, given in the next section, help us anatfiee

bility of selecting a specific path or solution. épbmoneattacks on the network and the performance of swarm

evaporation over time plays an important role ieventing agents.

suboptimal solutions from dominating. Thus, theildra

formed by the ant agent is now dependent on betipllysi- p. MobIFICATION OF FACE RECOGNITIONIN IMAGE SENSOR

cal and MAC layer of a network. The Partially omfisetsNeTwork

(POSets) [3] or other techniques could weigh theope In ISN, the mean extracted pixel values of images

mance factors. . N . are packed and sent within the sensor networkatchre
.The POS_et provides a weighting scheme to guldermethe processing unit. These packets are sent wittoap

ation of a smglg global performance parametehabgensor riate headers to show their sequential orderefoon-

parameter decisions can be made by the sensor magﬁgcting the images at the processing unit. In

agents. For e_xample, distance and the number of hepddesigning, the Sl based routing scheme as in Sectio

to be emph.aglzed if the sensor network nee{js akiyusend C, the data packets are treated equally, and this S

messages if intruders are deFected. Saving e.nerggotopg based routing scheme can be used for other dais: tra

Fhe life of the s,ens-ors. s less |mportant at tiaatigular pOIntmission tasks as well. With the optimal routing dxhs

in the system’s lifetime. The weights are then cotag on SI, the data packets are transmitted with high

from ~ ~ o packet delivery rate and low probability of error the
Wi = Vi k = 1 23.1=12 ®) delivered packets even under DoS attacks. However,
The total performance is recomputed by, it's still possible that there are lost packets émere

N ) - are transmission errors on the delivered packets. A
Pgiobal = 3. W{M} (9) modified method designed specifically for FR is
W .
i=1 described as below.
where W |, are global performance parameters (hogs, dWhen the pixels in the receive_zd packets_ are concate
tance, and energy) and;\i the weights. The operator majated together according to their sequential ordies

make new decisions at this point as to the weighaipplied '0St Pixels are re-assigned. Because the distabuf

in the POSet. the mean-extracted pixel values are highly condinse
The energy is dissipated from the sensor node aften 2round zero, the assigned value is zero to minithiee

ant passes through that node. Thus, the numbentsfig '€construction errors. This simple yet justifietisne

important as well as the sensor’s efficiency in oumicat- IS Shown to alleviate the effects of transmissioors

ing information. The energy is computed differenty ON the performance of ISN as shown in Section V.

wired and wireless sensors. For wired sensors, dirply 1 1€ received and re-constructed probing image vec-
the inverse of the distance traversed or tors are then projected into Eigenface space, rigede

K in Section A, or DFLDA space, as derived in Section
AE;= _——(D__)-“[Tij] (10) B, to evaluate the distance between the probingéma
]

whereK is a constant representing the amount of eneng)?[hd the template vectors stored in the databadech

. . .. . ~’sion is made on which identities are close to pinch-
sensor requires to communicate the ant over aesingt dis- i

tance. The node’s remaining energy is computed by |[rllg]|mage and whether this probing image is a face

required

Ei(t) = E(t-1)- Y AE;" (11)
j



V. SMULATION RESULTS secure system for example, in airport securityesyseven a

A sensor network with 25 sensor nodes is consid'me&mgle intruder could be detrimental to the network

this simulation run with agents randomly placed tbe
nodes. After converging, the ant agents adapt telwes to
the network using the knowledge acquired from niedgh.
There are some basic assumptions made in the idita
layer of a sensor network. First, the communicakietween
the nodes is half duplex and uses hand shake pto®ec-
ond, not all nodes in the sensor network are comjzed
i.e., k nodes are compromised out of N sensor nokdesd,
a trade-off between resource availability and dedemecha-
nism needs to be considered during communicatioarth,
the start and destination nodes are not affectedsyyil
attack, so that packet delivery can be evaluatéth, Rhe
sensor node is tamper resistant, though not addepia

The simulation is performed on an Indoor and Outdoo
WFRS under Sybil attack. The message is communicate
Hsing Binary Phased Shift Keying (BPSK) and are garad
against PCA and LDA method, therefore the BER, g@ner
consumption and recognition rate in each of theses are
compared to verify, which scheme best suits thdicgtn.
The dependency of successful packet delivery, pdokeat
the source, energy consumption, distance takeeaonhing
the destination and the number of hops and thehisig

In Table | the Sybil attack on an Indoor ISN, where
2,4,8,10 and 15 nodes are compromised and thekePac
Delivery Rate (PDR) is given as 99%, 95%, 92%, %Htd
72% respectively.

reality
The swarm agents upon detecting the malicious nod’éI’BLE I. Performance of Indoor ISN against Sybl' attack
neglects them and uses the neighboring nodes nentia Using SI
message to the destination. Thus successful pdeligery
is made possible using swarm agents. Unfortunaigign RR by PCA RR by LDA

. . . . 0, 0, 0, 0,
the source or the destination itself is under &tthen the Node | PDR CIR%  CRR% CIR%  CRR%

message is either stored at the neighboring noda fan- | 2 0.9935| 91.25| 90.62% 91.25 91.2%
dom time slot. A trade-off between the DoS attauknber | 4 0.9543| 91.25| 90 91.25| 93.75
of hops, d_lstf_;lnce and energy is taken. Usm_g_ wejgiiven 8 0922 | 9125 | 86878 9125 925
based on its influences as the performance initia¢ dglobal
performance equation. 10 0.9124| 91.25 | 86.87% 91.25 925

Figure 4 demonstrates the detection performancd of S 15 0.7239| 88.75 | 83.75| 893765 83.7%
comparison with the actual detection rate. Thestho&d set- :
ting of the Sl in some cases gives a closer detectite with PDR - Packet Delivery Rate,

) AR A RR - Recognition Rate
the actual, but during the initial trials the croser errorrate |y Taple I the Sybil attack on an Outdoor ISN, wee
iiﬁﬁo&:‘:%{ 2,4,8,10 and 15 nodes are compromised and thekePac
Delivery Rate (PDR) is given as 92%, 92%, 87%, &itd

] 75% respectively.

TABLE II. Performance of Outdoor ISN against Sybil

S attack Using Sl
% RR by PCA RR by LDA
s Node PDR CIR% CRR% CIR% CRR%
g 2 0.9213| 91.25| 88.75| 91.28 93.74
8 4 0.9259| 91.25 | 86.25| 91.25 925
8 0.8712| 90.625 85 91.25 | 90
10 | 0.8162| 89.375 85 89.375| 87.5
15 | 0.7501| 88.125 83.75| 875 | 775

0-5’ | | | | | | | | | 1
10 20 30 40 5 6 70 8 9w ) ]
The number of trials The PDR of Sybil attack on a Outdoor ISN is wotsant

an Indoor scenario, due to the fact that envirortaleondi-
Figure 4. Comparison of Detection performance UShg  tions such as fading, shadowing influences theopexnce
of the sensors and the routing algorithm. Themoismuch
variation in the recognition rate when the packelivéry
rates are different. The reason lies in the faat the reas-
signed values for the lost pixels are statisticalbse to zero,

could not be achieved well, hence 0.9% false pasitate is
achieved. In some scenarios, its best to haveghtislimore



and the lost packets happen to contain peripharals [6]
which are not as important as the pixels in theomepmpo-
nents in affecting the recognition rate. The cdygeiialgo- [7]
rithm should consider these external conditions and
therefore, should eliminate the presence of anydetr.
Simulation shows that the wireless sensor netwe#ffi- (g
cient in energy consumption while keeping the tnaission
accuracy, and the wireless face recognition systenom-
petitive to the traditional wired face recognitispstem in[9]

classification accuracy.
[10]

VI. CONCLUSIONAND FUTURE WORK

The results in previous section show clearly tresrthas;; 4
to be specific on the kind of performance is expéaif the
network. If detecting an DoS claim with good netlwpier-
formance is required then a trade-off between tleghts
posed on the performance parameters such as Faeket (12!
ery, Energy Consumption and distance is preferred f
improved correct identification rate. 13]

The number of inactive nodes is the main factort tha
would degrade the network performance whereas ting- n
ber of false DoS claim by the node affects the abilly of
correct detection. The hypothesis can further lereled to[14]
other layers of the network such as physical Iggeming
attack [ 18 ], collision attack, worm-hole attachsdiata-link
layer etc. Thus achieving a high accuracy in pitéedicand
defending the network against all DoS attacks audirsng
the network leaving room only for attacks by tanipgmwith
the sensor physically. This approach can also Ibtheu |16
developed for general purpose such as a Imageifidass
which can be used for any application with only fexdifi-
cations on the performance parameters.

The ant system is very sensitive to parameter cehaH@]
especially when more than one is changed. Careifialnpe-
ter selection can avoid stagnation behavior. Irftihgre, this
S| algorithm will be extended to cover more heterwepus|is]
networks as well as different performance concerns.

[19]
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